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e (Context: Privacy & Software

O > Privacy Visualizations

- User-facing aspect

- Design with Focus on UX

- Mainly from UX researches

> Privacy by Design Guidelines
- Developer-facing aspect
- Design with Focus on Development
- Mainly from regulation instances
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The Problem: F-Droid*

> Discrepancy by F-Droid users

- Few well-informed privacy advocats
> Anti-Features

- Incomprehensible to the common users
> Exodus Privacy

- Privacy-related open-database of Android apps

* F-Droid is the main distribution mean for free open-source software (“F0SS") for Android devices and main
Play Store alternative



Shareo
L

Data privacy & security

App collects 8 types of data
(2 = [JnE

er activity

Digital Gatekeeper

Literature

PRIVACY
RATING

SHARING ©) Purpose
CONTROL

SECURITY

Category I: Category Il: Category IlI:
Visual Depiction Score Monetary Value

(a) star . (a) accumulated (a) weekly value
points

(b) smiley

(c) lock g (b) point rating

'5€ per month (b) monthly value

1) eye

c) grades =
(e) meter (c) grade 2 (c) yearly value




N
R Inspiration R
Related Work : ( el Requirements :
. I
... Jdeation
Low-Fidelity (_ High-Fidelity :
e WPty —J ... High-Fidelity —J
N

Implementation

5 AN ELELLLEL SIS LSRR e R N N S—— N W N N N N N N N N SSSSSSaa— W W W W N B K

EE EEEEEEE N S NN EEEEEE NN SIS N EEEEEEE N SIS N NN EEEE N N SSSSSSSSSSSSS— N B



C

e [Motivation & Research Questions

) 2 F-Droid lacking intuitive tool to empower users making informed
decisions concerning privacy

> Privacy visualizations in the literature have not been tested with
users at all and lacking an interactive-interface

> Me being the developer of Neo Store, an F-Droid client

? What privacy visualization designs already exist and what are the advantages of
one over the other?

? Which of the identified privacy visualization systems would the project’s
community prefer, and what improvements could be made?




|deation

> Low Fidelity — — —
- Sketching - == sl
- Based on literature designs =i S, S S
- Expert Interviews Meter Icon Statefu cons
- Semi-structured: Qualitative,
Subjective & Efficient
> High-Fidelity —
- Integrate Feedback & Iterate =5, =5,
- Design Decisions

- Complementing the Concept

Visual Label Textual Label

- Defining a Framework 0



Implementation

> Architecture
- Specifying Objects Data
- Mapping Data Structure
to Layout
> Technical Implementation
1. Backend
2. Privacy Processor

3. Frontend
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Result: User-Flow
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® Result: Neo Privacy Visualization Design
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® Result: Neo Privacy Visualization
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® Result: Evaluation

Open-survey on interpretation and preferences. 16 participants & self-
assessment of privacy awareness, privacy considerations and IT background

> Privacy Meter Icon rightly interpreted
> Design preferences?
> “First of all: visual [[Jabel is horrible to understand...”

> Meter Icon 9-7 Stateful Icons: Similar preferences and arguments as
the experts, mostly centered around simplicity and intuitiveness

> Expectation considering the gateway icon kinda right (9/16)
> Privacy Panel was welcomed by most users (13/16)
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® Insights

¢ |ntuitiveness is the Queen/King
= The decisive factor for most users

¢ Multi-layered Visualizations
2 Covering Simplicity & Informativeness

¢ Differentiate Privacy Visualization

= Design preferences differ based on user's privacy
awareness
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® Future Work

¢ Privacy by Design Guidelines

2 Onits way!

@ ¢ Contextualization of Permissions
= Al-Modell?

¢ Server-side implementation
2 In F-Droid's meta-data?
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® Context: Privacy & Software

O > Privacy Visualizations

- User-facing aspect

- Design with Focus on UX

- Mainly from UX researches

> Privacy by Design Guidelines
- Developer-facing aspect
- Design with Focus on Development
- Mainly from regulation instances
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e Motivation & Research Questions

© > Most PbD guidelines being enforced by regulatory instances

> (iving voice for FOSS developers on the development of such
guidelines

> Modeling of PbD guidelines for open source developers

? What PbD guidelines alreadly exist, and what are the advantages of some over
others for the FOSS community?

? What aspects of the identified PbD guidelines make sense from the perspective of
the open source community and developer, and what could be improved?
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e Procedure
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|deation & Implementation

> |deation
- Expert Interviews: Privacy Rights & PbD Principles
- Prototype: PbD Principles

> Implementation
- Community-survey: PbD Principles
- PbD Guidelines: Publication

21



® [deation Result: Privacy Rights

‘ Rights

To Be Informed To Object Automated Decision-Making
Rectification Complain

Choice: Data as enforced excess turnover for
companies, over the payment (e.g. in games).

To Object Awareness: educating users on their rights explicitly.

Restriction of Processing
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® |deation Result: PbD Principles

Principles

Purpose Limitation (2/6) Adoption, Use or Disclosure of an identifier

Data Minimization (3/6) Lawfullness

Retention Sale

Accountability Dealing with Unsolicited Personal Data

Consent (5/6) Assistance for Users

Functionality Education
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|deation Result: Highlights

Principle Comments

Cross-border Transfer “I'm living in [a non-free country] and would prefer to transfer my data to other countries.”
“From european perspective it's much important. China is more critical. USA is kinda less
critical as some social initiatives provide their services from their."

Adoption, Use or Disclosureofan  “Using codes/keys that aren't linked to the full data may be helpful”
identifier

Share “Collecting data only with consent and data should be also open [access).”

Retention “Rubber paragraph, Automatic deletion is conflicting (opt-in vs opt-out)."

Security “Most security features [come] from [...] infrastrcture and libraries [we use], this is a technical
problem”

Accountability “Privacy of developers should also be protected e.g. GPL also says we have no responsibility”

Disclosure (to law enforcement)  “Very controversial! If legit or no is too complex.”
Building community as a solution
As users' data is mainly theirs!

“average users may not understand how they may profit from privacy”
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® C(urrent Insights

¢ All privacy rights make sense

> Can also be sharpened to clear up
misunderstandings

¢ Overlapping of many principles
2 Simplify with precise set of essential principles

¢ FOSS developers are under-resourced

2 Renders some principles or even legal requirements
unrealistic
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|deation & Implementation

> |deation
- Expert Interviews: Privacy Rights & PbD Principles
- Prototype: PbD Principles

> Implementation
- Community-survey: PbD Principles 10/1-10/16
- PbD Guidelines: Publication 11/01

> Building Partnerschips
- Open discussion with the FOSS community on the
guidelines (e.g. in Workshops)
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® |[ssues

> Social: Diversity among the community
> Security: Reluctance of some community members

> Scope: Being limited by thesis scope (e.g. extending
work to Nudges vs. Boosts) or reach (e.g. mostly
Android community)
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X Documentation
X Related Links
X Updates

@ Thanks for keeping up!
Any Questions?
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